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P 'Le nsburL. 21st June 194-5 S­

...,
Q' 0 

Subjects:	 Lt. :mOV/EIN 4 SKL III \
o

C"R.R. TIUNOYl 4 SKL III ~\
\ ~\ 

Present: Cdr. DUdley smith, R ~N..	 
! 

::1\ 
Lt.Cdr. Forstor, R.N"V. R. ~\ 
Lt.Cdr fl DD.venport, R~ N,.V. R" 

- - -1 
1. Obcrregicrungsr <lt T_l:\.'IO'li o;p] uincd tho reasons which J.eo.d up GO 1.t 4 

FRCUEINt s research work on t :J.e Ge 1':"JF.'.n Na7 ['.1 E ni.~. They had suf'f'ez-e d 
verJ heavy U-Boat losses in 1943 ana earlJ-- J.9411- and an enqui.ry l[1D.S ordered 
into the cause s of: this situationo It was suggested t hat the se losses 
eight be due to cyP:'ler I:lQssar::cs to and froD or concerning U-Boats being 
dcqyphercd by the cneI:'\Yo It wea considered possible that nn Eni[:::t1a IJa­

ohine cCl!q)J.e -l.:e with drl~.1S and p/L copies of Geroan s ignals/r.ti.ght have 
been capturec1 ~rOCl a U"'30at. They were continUally occupied with the 
consdder atIon "I s the m...cchane sof'e?"~ The operational 9-Llthoritic.s could 
not understand vm.y boats were baing sunk in certain positions .. 

20 An inportant consideration, however', V/83 their knowl.cdge of' the 
c.llied D/F Code , fran Which they rco.lised the very great palt r/hich D/F 
pl~cd in Br i tish und ~nit ed states opcrationse The original British 
D/F Bearing Code had not been read but later tho letter code which re­
placed it W<lS broken casi~. 

3. It was decided that Lt. FROWEIN should bo detachod fr~J 4 SKL III 
a nd lent to 4 SKL II for a perd.od of s ix taorrtha, to carry out a comp 
hensive investigation into the security of the four-wheel Naval Enigma. 
He j oi ned 4 SKL II in JUlY 1944 and oontinued the work until January 1945. 
He st art ec:. ..1ith a s t aff' of t wo off i oers a nd ten zen, but they were grad­
ually taken am:J3 from him for other duties; at tho end he only had two
 
as si s t ant s left who were capab l e of dcd.ng other tha-Yl 11ctooge " vlOr k o
 

4. Since siSncls from U- Boa.ts wer e often very s hor t , it ';/M decided
 
t hat the research should be based on having a known short crib of only
 
25 letters. They started from scratch, none of them had arv knowledge
 
or .experience o£ br eaking the Con:cercioJ. Enigma, nor of aI\Y other cyphe.t
 
machine. ~\t first they wor ked on the problem with no Stecker and then
 
gradUally increased the diffi cUlties.
 

5. FROOEIN then proceeded to explo.i.n the details of the work; although
 
the following account has been l eft in t he first per s on, it docs not re­

p resent a literol translation of his statements; it as not pos sible to
 
tDko a full shorthand r ecord of the conversation owing t o the fact that
 
cost of it was based on rough diagrams made by hi::l during the course of
 
the e~lanatio~
 

6. 'lbe basis of tV work was the knOi/ledge which an unauthoris ed po~ 
SOil rJight be ezpecbcd to have, toot is tho maohine itself and all 
1'1hoel s , and. a crib. l~ particular task wqs to discover whet her tho 
i Mor setting (Wheel crder) nd stecker could be recover ed frC4l1 a crib 
ob 2S lotters. I etlU'ted t h no knowledec of tho Enigma moohine, Mil 
X 'lias able to shari t hat this was possible . It is however only feasible 
if' the 'Wheel in tho right hand. position hue one turn-over on1.Y. If 
you h.a.vc in the right hand position a Wheel with nc re than one turn-over, 
the problem becomes very difficult. 

7. I first inves tigated the Wiri ng of an individual wheel . [He nude 
the dingrao I(a), See end of report--fr Of.l which he bui l t up luter a rod 
square, d.Lagr-am I(b)]. J:Y studies srer e not e nt i r e l y t heorot i cul . _ 
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8. It is as suned that a l l 26 Le t t crs of the crib wh i.ch ar e us ed are 
encyphered with only the right hand whe e L nov i.ng , the other whee Ls renain­
ing fixed. This assw:~t ion i s ne cc s s al~, s i nce if the crib involvos a 
turnover t he ef fe ct i s t he s m~c as a r i ght hand ~he e l hav i ng 2 turnovers. 
Although t heoretically so luble, the wor-k involved i n t hi s cas e vrou.Ld b 
very heavy . 

9. I t i s f irs t necessar y t ~ do a s i ngle l et te r f requency count of t he 
52 l et ters, 26 of t he cr i b, and 26 of the cypher tcxt. The l et t er ;'" i s 
r elatively c o~non i n t hi s example , Look f or one or Rore i ns t ances i n 
whi.ch any par t i cUlar pai r of fre qe nt l etter s O CCll:C as constatations. In 
the eXaQple ;~ pairi ng occurs , and A, N ar e t ake n as the l e t t r s t o 
s t ar t fr ~~. For t hes e two, and all other l etters i n tur n, an a nalys is 
i s f.1ade , gi vi nC t ho posi t i on of e ach occur re nce and t he l etter paired t o 
it. [ Sce di agrrun II ( b)] 

10. I can n o~ s t art i nvestigation of the s tecker . In es t abl i shi ng the 
s t ecker t he re are 26 pos s ib i l i t ie s for A~ For each of t hese 26 possi ­
bi l i t ies t her e are a f urt her 24 possibiliti es f or No It i s neceSs D r to 
c ar-ry out over 600 t ests on thi s bas i s . Fi r s t as auuo A stecke r ed t o .d 

and N s bcckc r cd t o B. .;~ S S UL1C a lso t hat t he fi r s t l et t er of tho crib is 
c ncyphcrcd \"l i t h t he r i ght hand wh c eL i n posit ion ' j 0 

11. On pressing t he l etter l~ i n p os i. 't i.cn 1 (\'tith una t eckc.red mach 'i.ne} , 
the current ente r s t he l ater whe ol.s at poi n t; 5 ~ 'L' hi-s i s r ead f' r-om ';'; ho 
rod s quare, The r e levant c oLurnns of t he r-od s quar-e ar e e nt ered i n the 
a nalys i s of constat ations ( sec dia~rilll Ii ( b ) ~ ~ For every occur re nce of A, 
r ec or d in a t abl e ( dia r-am I I( c ) ) ~~ he p c:i.n-:~ a t wh i.c h cur r e nt ent er s the 
l ater whe e Ls , The n for B, using ro.,., N of t h e; r-od sq aro s i nce N i s 
s t eckc z-c d to B, ..../C get from c ons t at auLon BT S.t "j' t he ent r y 17 under 7. 
Si::li lar ly f or N.. 

12 0 Fran t he ;~N c onsta t ation vte di s cover t.hat; t he r e nuat be a connect ion 
(thr ou[;h t he r cn ai.mng whe eLs and r ef l ector) be t vzee n 17 a nd 4, i f 0.11 
ass umpt i ons made up to nOYI arc co:er ect 0 Tbis connection, obtai ned at 
posit ion 21, Dust continue to i s t t hroughout t he e ncyphen~cnt as t he 
other ~!he c ls do not QOVO. Then of cour s e at ever y ot her poi nt whe r e \'Ie 

have 4 wo co.n put 17. 

13. I n par t i c ul ar, i n position 6 we ho.ve NF pa1r 1llg. As N i s s t ecker ed 
to B, current ente rs middle Hheel at 4, and 4 i s connec t ed t o 17, whi ch 
in co.Iunn 6 of t he rod square (or f'r'on diagr a.J:J. neb)) i s opposite F. 
Therefore P se l f - s teck er ed is a conseque nce of our ~pothe s e s. 7e do 
not p articular~r look for self-stecker, because it hi nder s rather t han 
assists. 

14. Wor ki ng on, we find that G is steckered t o R, using colunm 12. At 
poi nt 12 we have NR pairing. As N is s teckerc d to B we ge t current ent ry 
4; looking :Vor 17 in the co.Lumn ste f i nd it opposite G, gi vi ng G/R. V! e 
have t hus pr oduced 2 new s te cker pairings. 

15. NoW use the table f or F, to put furt her e nt r i es i nto the t able of 
rod pairings. [He called this the r econstruct ed stecker table . ] As F 
is self-steckered, the ent r ies are to be t aken from row F. In pos ition 
5 we ge t 12, and in 11 we get 20. It now turns out that in position 5 
we have deduced 2 oonnected to 12, and in position 11, 12 connected to 20. 
These are incor.~atib1e, and therefore one or more of the assumptions whi ch 
VIe have made musf be wr ong. An Lncompat ib i.Li,ty of t his type may turn up 
at the beginning or late in the work, but usual1y early on. . 

16. Our new ass umpt ion for the stecker is that N is s teckered to C' 
i ns t ead of B. I t i s necessarJ to bO on making as s umpt i ons , until we 
........ ....... .+. ,.., , _ . ..... .:1..: --. , .4-,.. ...... ...... .: ..... ...... .- _.. ._ ,....+~ ,..... ~ ,~+- ..... J '+- _ .... .... ..- .J:' ............. , . .... _ _ ,_ ,.... __ .... .J ~ , .... .- .L _"
 



17. We Dus t no~ r epeat t he t ests as ~ w~ing a ne~ ~hee l positiol1Q This of 
course t akes 26 mer-e days or 26 mor-e men. If Vie s ti l l get no ansve r , we 
must r epeat for a l l t he wheeLs , on t he assump t Lon t hat t he or i ginal right 
hand wheeL t r i ed was vrr-ong , 

18. In t he cas e of a whee l with 2 t urnovers i t i s ve~ diffi cul t to bui l d 
up t he stecke r completelJr. The t abl e of r od pai rings mus t be built up in 
t wo hal ves , be cause t he connections va l l be di fferent ~he n t he middl e 
~he el has Doved~ The l abour is h e avy~ I f the wheel has o n~y one turnov r , 

'' 7 '" " "'v r , !, r J: " ' l' ~ ' - '.. 0 ';> - » -.1. n ,-.' ,,; ,I.- .;. , 1( ' ( . , ' , '1 ' !1':. - .-.. at C' b <;+' ,,-, ,, 1; t ho r ed.
\ \J \, ,'-.. .... l. J. . o) l . • _ ... _ . :.. $ ,. ~ • • _ . t.... .J .l 'J .'. .,1 . _ ~ . . . ...... . ..,; ..1.. " 1:" J .J 'oJ '; J • 

pai r i ngs involved, sODeti~es 4 or 5 occurrendes of a pairing. On t he 
basis of a stretch of 13 onlJr it i s unlikGly that t hey vn l l r epeat more 
than once. 

19. Suppos e VIC have used al l the uaterial avai lD.bl o in the 25 letter 
crib, wi thOD.t reachi ng a contradiction) t hen a fur1; 'lcr assumption must be 
made~ Find what co~~on l etters ar e unaccount ed fo r in the stecker ob­
t ained, for cxmnpl e K. No~ aSSUDe a new s te ckor for K, first K s t ecker ed 
to Do With t his assurrrot i on the t able ei t her fills itself up easi ly , or a 
contradiction is i rn .edlatelJr apparent. you cannot say t hat the initial 
assumpt ions are wrong until al l r emaining poss i bi li'C ies f or K have been 
tried out and fai l ed. 

20. As f ar as l e t t ers not i n t he origi nal crib or cypher t ext are con­
cerned, it is not necessary to ext end t he t es t t o t hera since towards t he 
end the process vri l l be ve~ "piecyll in any cas e. You C D...'1 of cours e in­
clude i n t he s t ec ker t abl e l et t ers wh.i.ch ere not i n ei ther the crib or 
cypher t ext, if they ar e s t ecke rod t o letters rrhich are o 

21. If this i s done with e'Tery vrheoL i n t he :cight hand posi t i on i n t urn, 
then t he one vrhi ch Gi ves the right answer' nusf be t he right hand wheeL 
of t he i nner set t i.ng whi ch Vie ere at tenpti ng to r ecover. Connect i ons 
through the r enaining wheeLs ar e constant since they do not nove , vic 
must now est abl i sh t he order of t he renaining wheel s . 

220 The \7ho1e pr ob.Lem -;' 8.3 t c..ckled on Lhe D3 s ur;rI)"~ io n of a 4-v/hool enigma, 
al t hough up to t his point it docs not of cours e natter how many wheels 
there arc. If the wheeL in the riEht hand position has more than 2 turn­
overs, the problem bocoDes i~)ossible. The Naval Enigna ~he cls had 
ei t her 1 or 2 turnovers. There was t alk of using up to 26 turnovers for 
the right hand whee l . Al l wheel s woul d be ad j us table , but only the right 
hand ~he cl ~ould have Dor e t han the ordinary nuober of turnovers. 

23. ~ith t he seco nd wheel from the right the basic problen i s t he sane . 
I t can only be atud.i.ed when it moves a.Lonc , t he other wheels r' cmad.rri.ng 
stat io na~ . Perhaps 10 or 13 l etters [Ueht be sufficient. 

24. The nur~b c r of t heoretical e lecf~ical connections 
is 25 x 23 x ••••• x 3 x 1 =8 x 10 ~ approxo The practical possibilities 
for rod pairings on t he 4-~he el eni gna is 3 6 

55 x 2 Y.: 2 x 26 = 4- x 10, approx, 
(There are 2 pos sibilities for UKI7, 2 for zusat zwa.l .ze , and t he l eft hand 
and middle wheels ar e 2 out of 8 wheels avai lable o ) Thus the practical 
possibilities are a smalL fraction of t he theore tical possibilities. 

25.. The following s tages in t he process were not carried out in prac­
tice, but the theoretical calculations we r e dono. In ctice Hollerith

6pranachinery vroul.d bo used. For e ve~ one of the 4 x 10 possibilities con­
struct a Hollerith card, and so r t by rod pairings, with al l ~he el orders 
together. VThen this catalogue has been nad e, go back to the table gi vi ng 
ingoing and outgoing cours e of t he currcnt o Suppose t he t able gi ve s 
"1""\,1""'\; ""'+ .., t""'ro. .,.,,,,,, ,... ,.... + ,... ,.l .f.._ 1 '" 'V '-.., .. 1 ...... __1 ... ..: ..... .L..~ __ ..... ~ J- ,.. ., _ _ . • _ .0 _ .._ ,A 
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26. After 5 or 6 processes 4,000,000 cards are probably r-educed t o 1 
card, This will then gi ve the wheel order, and the position of the 
whee.Ls, 

27. ilit h a
23-vrhcel En.i.gma the numbe.r of practicD.l poss i bi lit i es is only 

56 x 2 x 26 =70~000~ Thus only 70,000 ins t ead of 4,000,000 cards ar e 
required. 

28. The probleD set to ne was to deternine whether the inner setting 
could be dctcrrined on D. c rib of 25 l etters. By the D.bove process I 
showed t hat it COUld, gi ve n cer-bai.n f'avour-abLe cd.r-ounetanc ea, 

29.. No effort was made to try out the theory in practice on a three­
wheel EnigDD.o The Hollerith cat D.logue once made is of course effective 
for the life of D.ny one set of wheels. The oneqy could have produced 
the 70,000 Cal'd s at the beginning of the war nnd this catalogue would 
have been valid throughout the life of the three-wheel Enigma. The 
first Hollerith card sorting process would take 200 nachine/h ours~ the 
second only 8 machi.no./hour-s , and so on. 

30.. The nethod was theoretically appl i cable wit h a crib of as few as 13 
letters., but thousands of personnel wou.Id be no cessary, 

31. The official r eaction to the findings of t he investigation was th e (
 
Lmnedi.at c decision that only whee Ls \lith tyro turnovers shou.Ld be
 
e.Ll.owed to be used in the r i ght hand position. This vms introduced at
 
the begi nni ng of December 19~4o It r educed t he possible peroutations
 
of the wheel order, but Lnc reaacd the se cur i ty of the machi. no agai nst/
 
this partiCUlar weaknes s .
 

320 The view of the Gerrlan ArLV ~as that their EniSr.~ was theoreticallY 
soluble. Tho f'our-vrhe e L Enigma vms not considered thcoroticc.lly 
solublc and the l,,;rrry wc r c as t onished at the Navy ' s view based on this 
investigD.tiono " 

33e TRlU{OW was asked whether allY investigation into tho security of the 
Eni.gne machi.ne had been made before July 1944. He replied that 
Frogatten Kapitan SINGER of 4 $KL II was responsible for current Qoni­
toring and surveillance of German traffic: but as he had alreao,y pointed 
out, these sort of people were no use -- the onlY effective action was to 
do what the eneqy may be expected to do, that is, a first class cryptan­
alYtic c"ttack. 

34. The results of this work were not considered in their appl i cat i on to 
Typcx. Before it could have been applied, it would have been necessary to 
have both the r~hine and the wheels, and even then the work would have 
aasuraed vast proportions. 

35. FROWEIN finished his researches by calCUlating a method recovering 
Wheel wirings , aasuraing wheels uncomprornised by capture. This could be 
done with larger crib naterial, but no detailed investigation on this 
waa made. Three or tour oribs at 52 or 78 letters would be required. 
There was considered to be little point in pursuing this further as 
although the wheels were in ene~ hands~ they could not be changed. 

36. During the course of the i.nterrogation it erne.rged thc.t FROv7EIN 
had been awarded the war Merit Cross for his r esearch on the EnignD. 
together vnth his other cryptographic work. 
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1( a) 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
'" • ,,<,::--: .--,.• /.~~~• 
• - ----;," 0 • • 0 •0 ---..r-- ._----.--..-­
1 2 345 6 7 8 9 

l( b) 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

A 5 2 25 7 2 8 3 10 15 7-' rz 15 3 6 2ll- \5 Li- 11 22 6 17 3 11 21 23 9 , 
B 3 26 8 3 9 4 11 16 8 13 16 4 7 25 16 5 12 23 7 18 4 12 22 24 10 6 
C 1 9 4 10 5 12 17 9 14 17 5 8 26 17 6 13 24 8 19 5 13 23 25 11 7 4 
D 10 5 11 6 13 18 10 15 18 6 9 1 18 7 14 25 9 20 6 14 24 26 12 8 5 2 
E (, 12 7 14 19 11 16 19 7 10 2 19 8 15 26 10 21 7 15 25 1 13 9 6 3 11 
F 13 8 15 20 12 17 20 8 11 3 20 9 16 1 11 22 8 16 26 2 14 10 7 4 12 7 
G 9 16 21 13 18 21 9 12 4 21 10 17 2 12 23 9 17 1 3 15 11 8 5 13 8 14 
H 17 22 14 19 22 10 13 5 22 11 18 3 13 24 10 18 10 
I 23 15 20 23 11 14 6 23 12 19 4 14 25 11 19 18 
J 16 21 24 12 15 7 24 13 20 5 15 26 12 20 24 
K 22 25 13 16 8 25 14 21 6 16 1 13 21 17 
L 26 14 17 9 26 15 22 7 17 2 14 22 23 
M 15 18 10 1 16 23 8 18 3 15 23 1 
N 19 11 2 17 24 9 19 4 16 24 16 
o 12 3 18 25 10 20 5 17 25 20 
P 4 19 26 11 21 6 18 26 13 
Q 20 1 12 22 7 19 1 5 
R 2 13 23 8 20 2 6 21 
S 14 24 9 21 3 7 3 
T 25 10 22 4 8 15 
U 11 23 5 9 26 
V 24 6 10 1 12 
~ 7 11 2 13 25 
X 18 12 3 14 26 8 
y 21 13 4 15 1 9 19 
Z 8 14 5 16 2 10 20 22 
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11( 0.) \ 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 

A N K U N F T S C H k R N H 0 R S T S T ~ V A N G E R 

R L D K F N B Y G L F N K 0 L S K V N DNA F L A L B 

~. 

11( U) 

N B F 
R F N V F G L F F R K S,\ L ¥ N N A 0 

~__21 22 23 25 2 5 6 12 13 19 2J. 24 7 :5 6 J.l 
a 5 12 17 3 1:.'.­ 9 2- 2s-i5 322 1721 3 2 8 12 
b 
c 

3 
1 

16 
5 

L:_ 

13 
12 ~~2 

23 ~5 

6 
4­

26 9 
9 5 

4 t, 
1 2 8 

7 7 4· 24 
2S 19 1 3 11 

11 
::7 

9 
5 

)+ ::.6 
12 ) 

d 10 9 24 26 12 2 5 13 18 1 18 6 24 3 10 13 18 9 
c 62 1 9 12 19 11 19 8 1 :i.6 19 11 2 
f 13 20 IJ+ 8 12 17 9 12 17 20 
g 
h 

9 
• 

11 18 17 18 
22 

10 

i 
j • 
k 
1 
f:1 

n 
o 

• 

11(c) 

1 
5 

2 
26 

3 4 5 6 
.Z 4 
!J.:?l 17 

7 
19 

8 9 10 11 12 13 
.J...?. 4 7 
L~9.117 

14 1~.. 16 1718 19 
7 

20 21 
17 
4 

22 
3 

23 24 
11 24 

25 
9 

26 

st ecker 
Gi vinE: 

A/A, N/B 
FIF, G/ R 


